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... divided we fall
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There is an “asymmetry” between attackers and defenders.
Attackers are agile, well researched and not bound by policy,

procedure or budget cycles.
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1. Confidence in our abilities (“Situation Awareness”)
2. Confidence we can stand together against common threats (“Intelligence Sharing”)

3. Confidence in our approach to Cyber Essentials (“Raising the cost to the attackers”)
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Worked in Financial Services, Travel, Retail, Critical Infrastructure, MSSP
1ISO27001, PCIDSS, SOC-II, NIST, FCA, T20 Critical Controls, Cyber Essentials
Last role managing a 20 seat Security Operations Centre / 150K IP addresses
First admin access 1989, first remote access 1996

Codes C, Java, bash, ruby, python
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Believes anything can be automated ©

/.Always been a defender !
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8 Step program

 Manageable Network Plan
o Step 1 — prepare to document

o Step 8 — finish your documentation

Other six steps cover

* Map Network

* Protect Your network

* Hardware assets

* Software assets

* Vulnerability Management
» Secure Configuration
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https://share.cisp.orqg.uk/

https://telegram.org

https://yeti-platform.qgithub.io/

https://www.peerlyst.com/

https://github.com/hslatman/awesome-
threat-intelligence
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https://share.cisp.org.uk/
https://telegram.org/
https://yeti-platform.github.io/
https://www.peerlyst.com/
https://github.com/hslatman/awesome-threat-intelligence

Cyber Essentials (CREST & NCSC)

 Updated November 2017

e Still 5 domains

N - Now “about” 47 Questions

The future of Cyber Essentials

A look at our roadmap for the scheme

Anew website
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ol Barbican

Time Is precious,

thank you for yours
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